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Lab 1 — Self-healing maintenance

Policy Builder

Title: * Maintenance Engine
Prompt: * Hi, Can we do a quick maintenance to deanup temporary files ? This should only take a minute and should not cause any slowdowns
Wait (secsk * 600 &

Buttons: * Yes, No

Variable:*  Prompt.Click Result &
Type: string

Condition: *  equals n
Value: * Yes

B Delete Temporary Files A
v Delete Temp Files for All Users

v Delete Temporary Internet Files for All Users Message: *  User has not accepted the maintenance. No maintenance occured £ %

v Delete Cookies
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Objective

Create a basic disk clean-up policy to free space on a user’s disk.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)
For this lab, you will create an automation policy called LAB 01 - <YOURNAME>.

The goal is to create a policy that prompts the user for permission, and based on their answer, either
runs the Disk Cleanup policy or not.

Detailed steps

1. Create a new policy in automation manager
a. Name it LAB 01 - <YOURNAME>, and describe it as “Lab 01 - Disk Cleanup”.

2. Add the required objects:
a. Inthe left menu, search for the Prompt object and drag it to the middle of the Policy

Builder:

INPUT

Here

b. In the left menu, search for the If/Else object and drag it to place it below the Prompt
object.
c. Inthe left menu, search for the Delete Temporary Files object and drag it into the Then
section of the If/Else object.
d. Inthe left menu, search for the Log object and drag it into the Else section of the If/Else
object.
3. Enter the appropriate information in the objects’ fields, and link required objects:
a. Inthe Prompt object, fill the fields as indicated below:
i. Title: Maintenance Engine
ii. Prompt: Hi, can we do a quick maintenance check?
iii. Wait: 600 seconds
v. Buttons: Yes/No
b. Inthe If/Else object:
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i. Click on the linkicon () beside the Variable field.

ii. Inthe Object Link pop-up, under Objects click Prompt, then under Ouptput
parameters, click Click Result, and click OK to save.

i Object Link

Objects

Prompt

Output parameters

Click Result

iii. Select Equals, from the Condition drop-down list.
iv. The object will look like this:

Variable: * Prompt.Click Result

ype: string
Condition: * equals n
Value: * Yes

c. Inthe Log object, enter a message noting that the user refused the maintenance.

d. Run the policy by clicking the play u button.
e. Save the file to your local drive for later use.

Optional steps

1. You can run the policy on your computer multiple times by using Yes/No as options. You can
also try not answering at all. You may need to reduce the wait to 10 seconds to test the No
answer.

2. You can try to upload the policy to your server and run it on your own computer.
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Notes:

Where could | use this?
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Lab 2 — Proactive maintenance

Policy Builder

B Is Service Running (PrintSpool) A

Dizplay or Service Name: *  Print Spooler g

Variable: * Is Service Running (PrintSpool).Conditional @
Type: string
Condition: * does not equal

Value: * True

B Is Service Running (Time) N

Display or Service Name: *  Windows Time @
B If A
Variable: * Is Service Running (Time).Conditional g
Type: string
Condition: * does not equal
Value: * True &

B Then

‘
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Service Name:*  Windows Time

v If Disabled set Startup Type

Startup Type: ®  Automatic

Service Name:*  Print Spooler &

If Disabled set Startup Type

Startup Type: *  Select value ...

Wait(secx* 30 &

B Is Service Running (Print Spooler 2) ~

Display or Service Name: *  Print Spooler &
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Ll

Variable: * Is Service Running (Print Spooler 2).Conditional K24
Type: string
Condition: *  does not equal n

Value: * True

B Fail Policy A

No input required
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Objective

Create a policy that can restart a windows service and look for a dependency service to ensure it is
running. This is useful for line-of-business applications that have services with pre-requisites that must
be started in sequence.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)
For this lab, you will create an Automation Policy called LAB02 — <YOURNAME>.

The goal is to check if the Print Spooler service is running. If it is not running, we need to check if the
dependency service, Windows Time, is running. If it is running, we want to restart it, and if it is not
running, we want to start it.

Then we need to start the Print Spooler service and after a five second wait time, we need to check if
the service is running. If it is not running, we need to fail the policy execution to trigger a failed status.

Detailed steps

1. Create a new policy in automation manager
a. Name it LAB02 — <YOURNAME> and describe it as “Lab 02 - Restart Windows Service”.
2. Add the required objects (search for and drag the objects as you did in Lab 1):
a. Add Is Service Running object below Input of the Policy Builder.
i. Click the title bar for the object and add “(Print Spool)” to the object name.
ii. Inthe Display or Service Name field, enter “Print Spooler”.
b. Add the If object:
i. Click the link icon at the right of the Variable field.
ii. Inthe Object Link pop-up, under Objects click Is Service Running.
iii. Under Ouptput parameters, click Conditional, and click OK to save.
iv. Inthe Condition field, select does not equal from the drop-down list.
v. Inthe Value field, enter “True”. Note that this is case sensitive.
c. Add the following objects to the Then section of the If object:
i. Add the Is service running object:
1. Click in the title bar and add “(time)” to the object name.
2. Inthe Display or Service Name field, enter “Windows Time”.
ii. Add the If object:
1. Click the link icon at the right of the Variable field.
2. Inthe Object Link pop-up, under Objects click Is Service Running (time).
3. Under Ouptput parameters, click Conditional, and click OK to save.
4. In the Condition field, select does not equal from the drop-down list.
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In the Value field, enter “True”. Note that this is case sensitive.
In the Then section of this new If object, add the Start Service object.
In the Service Name field, enter “Windows Time”.
Select the If disabled set Startup Type check box.
9. Select Automatic in the Startup Type dropdown list.
After the second If/Then object, but still within the first Then object (this may be
confusing, refer to the screenshot above if required), add the following objects:
i. Add the Start Service object.
1. Inthe Service Name field, enter “Print spooler”.
ii. Add the Wait object.
1. Inthe Wait (sec) field, enter “30".
iii. Add the Is service running object.
1. Click in the title bar and add “(Print Spool 2)” to the object name.
2. Inthe Display or Service Name field, enter “Print Spooler”.
iv. Add another If object.
1. Click the link icon at the right of the Variable field.
2. Inthe Object Link pop-up, under Objects click Is Service Running (print
spool 2).
Under Ouptput parameters, click Conditional, and click OK to save.
In the Condition field, select does not equal from the drop-down list.
In the Value field, enter “True”. Note that this is case sensitive.
In the Then section of this new If object, add the Fail Policy object.

© N

v e W

3. Youcan now run the pollcy and test it. Since we look at the Print Spooler and Windows Time
services, this should not do anything as they should be running.
4. Save the file to your local drive for later use.
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Optional steps

1. You can try to open the “services.msc” console and stop the Print Spooler service and run the
policy again your computer. You will notice that the policy will run and restart the service.

2. You can try to upload it to your server and configure as self-healing on a Print Spooler Windows
monitoring service (ask for help if you want to configure this during the course).

Notes:

Where could | use this?
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Lab 3 — Proactive Maintenance

% Policy Builder

Foker: ¥ Input Parameters Folder where the files are (o be deaned
Variable:»  Folder Exists Conditionai @
Type: string
Conditicn: *  equals
Vaue: + True

B Folder File Count ~

Folder:*  Input
Fiter:*  Inpus Parameters.fie mask for §
Recurse

Parameters. Folder where the files are to be cleans

o be del

Variable:*  Inpus
Type: number

Condition: *  greater than

Value: + e File Count File Count

Nurriber of Most Recent File

% Log

Not Enough Files 10 Delete, Fail the Execution to naify the enc-user |TEJ

sage >

No input required
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Number G: * | Folder File CountFi
Number 1:* | Ingut Parameters Number of

_ Log ~
Operation: *  Subtract

Message: *  Folder Does Not Exist, No Action Teken [

No input required

Folder:*

Fiter ut Parameters.file mask

Number of Files: *  Math NumberRes

Recurse

Find Top N Oldest Files Fieist &

List:*

8 Delete File ~

p N Oldest Files.Fi

7 Fing

File*  Fo

Recurse

© 2021 N-able Solutions ULC and N-able Technologies Ltd. All rights reserved.



Objective

Create a policy that will look through a folder and keep a certain number of most recent files, ensuring
that not all files are deleted. This is useful where backups stop running and you accidentally delete all
files based on date, without noticing that new files are not being created.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)
For this lab, you will create an automation policy called LAB 03 - <YOURNAME>.

The goal is to have a policy that has three input parameters:

e A count of the number of files to keep in the folder.
e The path of the folder to check.
e The file mask (typically *.*).

The policy would need to check if the folder exists, and if it doesn’t, a log object should be used to
output a “no update needed” state. If the folder exists, it needs to get a file count, do a math calculation
to get the number of files to delete (total files — files to keep), then feed that result to an object to find
the count of the number of oldest files.

The policy would then need to loop through all the files found and delete them.

Detailed steps

1. Create a new policy in automation manager:

a. Name it LAB 03 - <YOURNAME> and describe it as “Lab 03 Delete Old Files”.
2. Click INPUT in the Policy Builder.

a. Create three Input Parameters that match the information below:

Input Parameters and Global Variables

Global Variables

Name Display Type Value
filecounttokeep Number of Most Recent Files to Keep number 10

folderpath Folder where the files are to be cleaned up string c\temp\testtokeep
filemask file mask for files to be deleted string R

3. Addthe required objects (search for and drag the objects as you did in the previous labs).
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a. Add the Folder Exists object.

Click the link icon at the right of the Folder field.
In the Object Link pop-up, under Objects click Input Parameters.
Under Ouptput parameters, click Folder where the files are to be cleaned up,

and click OK to save.
b. Add an If/Else object.
i. Click the link icon at the right of the Variable field.
ii. Inthe Object Link pop-up, under Objects click Folder Exists.
iii. Under Ouptput parameters, click Conditional, and click OK to save.
iv. Inthe Condition field, select equals.
v. Inthe Value field, enter True.

vi. The completed object will look like this:
c. Inthe Else section, add a Log object.
i. Inthe Message field, enter “Folder does not exist, no action taken.”
d. Inthe Else section immediately after the Log object, add a Fail Policy object.
e. Inthe Then section, add a Folder File Count object.
i. Click the link icon at the right of the Variable field.
ii. Inthe Object Link pop-up, under Objects click Input Parameters.
iii. Under Ouptput parameters, click Folder where the files are to be cleaned up,
and click OK to save.
iv. Click the link icon at the right of the Filter field.

v. Inthe Object Link pop-up, under Objects click Input Parameters.
vi. Under Ouptput parameters, click file mask for files to be deleted, and click OK
to save.
f. In the same Then section immediately below the Folder File Count object, add another

Variable: *

118 Lo
Yy s, al -

- .
. equals n
.. “’:‘A ) Tr o=

If/Else object.
i. Click the link icon at the right of the Variable field.
ii. Inthe Object Link pop-up, under Objects click Input Parameters.
iii. Under Ouptput parameters, click Number of Most Recent Files to Keep, and
click OK to save.
iv. Inthe Condition field, select greater than.
v. Click the link icon at the right of the Value field.
vi. In the Object Link pop-up, under Objects click Folder File Count.
vii. Under Ouptput parameters, click File Count, and click OK to save.
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viii.

The completed object will look like this:

=]
Value: *

g. Inthe Then section of this second If/Else object, add a Log object.

In the Message field, enter “Not enough files in the folder to require deletion.
Failing policy.”

h. Inthe same Then section immediately below the Log object, add a Fail Policy object.
i. Inthe Else section of this second If/Else object, add a Math object.

i
ii.
iii.
iv.
V.
vi.

Vii.

Click the link icon at the right of the Number O field.

In the Object Link pop-up, under Objects click Folder File Count.

Under Ouptput parameters, click File Count, and click OK to save.

Click the link icon at the right of the Number 1 field.

In the Object Link pop-up, under Objects click Input Parameters.

Under Ouptput parameters, click Number of Most Recent Files to Keep, and
click OK to save.

In the Operation field, select Subtract.

j. Inthe same Else section immediately below the Math object, add a Find Top N Oldest
Files object.

vi.
Vii.
viii.
iX.

Click the link icon at the right of the Folder field.

In the Object Link pop-up, under Objects click Input Parameters.

Under Ouptput parameters, click Folder where the files are to be cleaned up,
and click OK to save.

Click the link icon at the right of the Filter field.
In the Object Link pop-up, under Objects click Input Parameters.

Under Ouptput parameters, click file mask for files to be deleted, and click OK
to save.

Click the link icon at the right of the Number of Files field.

In the Object Link pop-up, under Objects click Math.

Under Ouptput parameters, click NumberResult, and click OK to save.

k. Inthe same Else section immediately below the Find Top N Oldest Files object, add a
For Each object.

Click the link icon at the right of the List field.
In the Object Link pop-up, under Objects click Find Top N Oldest Files.
Under Ouptput parameters, click FileList, and click OK to save.

I.  Inthe Each section of this For Each object, add a Delete File object.

Click the link icon at the right of the File field.
In the Object Link pop-up, under Objects click For Each.
Under Ouptput parameters, click FileName, and click OK to save.

4. Save the file to your local drive for later use.
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Optional steps

1. You can create a temp folder in C:\test and add 50 miscellaneous files, then run the policy on
that folder and only keep 30. You will notice that the oldest files are removed.

2. You can try to upload it to your server and run it on your own computer to see its output. Ensure
that the folder exists or try running the policy on a non-existent folder to see the result.

Notes:

Where could | use this?

Page | 17
© 2021 N-able Solutions ULC and N-able Technologies Ltd. All rights reserved.



Lab 4 — Common objects

Is User Logged On

Domain: * N

®

User Name:*  * &

Variable:*  Is User Logged On.Conditional -
Type: string

Condition: = equals [ v |
Value: * True @

B Folder Exists PN

Folder:*  C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader

Variable: * Folder Exists.Conditional & =
B Log N

Type: string

Message:* Nobody's home &
Condidon: cauas =

Application: *  Adobe Acrobat Reader DC 0d

B
File:* | C\Program Files (x6)\Adobe\Acrobat Reader DC\ReaderiAcroRd32.exe

Variable: * Is Application Installed.Conditional

Type: string
Condition: *  equals -
Variable: ® File Exists.Conditional @ Value: * False
= Then
Condition: * equals n
Value: * True

No input required

& File Creation Date “

File:*  C\Program Files (xB6)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe
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Objective

Create a policy that highlights the usefulness of some of the more common objects, and show the
output values and how to use them.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)
For this lab, you will create an automation policy called LAB 04 - <YOURNAME>.
The end goal is to have a policy that follows this sequence:

1. Check if a user is logged on
a. Ifauserislogged on, we need to check if the following folder exists: C:\program files
(x86)\adobe\acrobat reader dc\reader.

i. If the folder exists, check if the following file exists: C:\program files

(x86)\adobe\acrobat reader dc\reader\acrord32.exe.
1. If the file exists, get the file creation date.

ii. If the folder doesn’t exist, use a log to say “Nobody’s home.”, and then check if
an application called Adobe Acrobat Reader DC is installed. If it is not installed,
fail the policy.

Detailed steps

1. Create a new policy in automation manager
a. Name it LAB 04 - <YOURNAME> and describe it as “Lab 04 - Common Objects”.
2. Add the required objects (search for and drag the objects as you did in the previous labs).
a. Add the Is User Logged On object.
i. Enter an asterisk (*) in both the Domain and User Name fields.
b. Add an If/Else object.
i. Click the link icon at the right of the Variable field.
ii. Inthe Object Link pop-up, under Objects click Is User Logged On.
iii. Under Ouptput parameters, click Conditional, and click OK to save.
iv. Inthe Condition field, select equals.
v. Inthe Value field, type True.
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vi. The completed object will look like this:

Variable: * s User Logged On.Conditiona &
Type: string

Condition: * equals u
Value: * True

c. Inthe Then section, add a Folder Exists object.
i. Inthe Folder field, enter “C:\Program Files (x86)\Adobe\Acrobat Reader
DC\Reader”.
ii. Inthe same Then section immediately below the Folder Exists object, add an If
object.
1. Click the link icon at the right of the Variable field.
In the Object Link pop-up, under Objects click Folder Exists.
Under Ouptput parameters, click Conditional, and click OK to save.
In the Condition field, select equals.
In the Value field, type True.
The completed object will look like this:

ounkswWwN

Variable: * Folder Exists.Conditiona
Type: string

Condition: * equals n
Value: * True (,”

iii. Inthe Then section of this same If object, add a File Exists object.
1. Inthe File field, enter “C:\Program Files (x86)\Adobe\Acrobat Reader
DC\Reader\AcroRd32.exe”.
iv. Inthe same Then section immediately below the File Exists object, add another
If object.
1. Click the link icon at the right of the Variable field.

2. Inthe Object Link pop-up, under Objects click File Exists.
3. Under Ouptput parameters, click Conditional, and click OK to save.
4. In the Condition field, select equals.
5. Inthe Value field, type True.
6. The completed object will look like this:
Variable: * File Exists.Conditiona &
Type: String
Condition: * eqguals
Value: * True &P

Page | 20
© 2021 N-able Solutions ULC and N-able Technologies Ltd. All rights reserved.



v. Inthe Then section of this If object, add a File Creation Date object, and in the
File field, enter: “C:\Program Files (x86)\Adobe\Acrobat Reader
DC\Reader\AcroRd32.exe”.
d. Go back to the first If object and notice that the Else section is currently empty.
i. Add a Log object and in the Message field, enter “Nobody’s home”.

ii. Add an Is Application Installed object and in the Application field, enter “Adobe
Acrobat Reader DC”.

iii. Add an If object.
1. Click the link icon at the right of the Variable field.
2. Inthe Object Link pop-up, under Objects click Is Application Installed.
3. Under Ouptput parameters, click Conditional, and click OK to save.
4. Inthe Condition field, select equals.
5. Inthe Value field, select False.

iv. Inthe Then section, add a Fail Policy object.

3. Save the file to your local drive for later use.
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Optional steps

1. This simple policy shows you some of the common objects. You can try to modify it to check for
various folders and files on your computer and observe if the policy finds those folders and files.
2. You can try to upload it to your server and run it on your own computer.

Notes:

Where could | use this?
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Lab 5 — Uploading and maintaining a policy

Objective

This lab goes in RMM and shows how to interact with automation policies. This is useful to understand
how to upload/download amps, and how to run them.

Estimated time

10 minutes

Required resources

The automation manager application

The Lab 01 automation policy file

Self-guided summary (advanced version)
For this lab, you need to start with the LABO1 file.
Here’s what you will need to do:

1. Upload the policy to the RMM dashboard.
2. View it in RMM under the automated tasks repository.
3. Finally, from RMM, download the AMP file.

Steps

1. Open the RMM dashboard in your browser.
2. Go to Settings > Script Manager.

Script Manager ol[x
¥, Automation Manager
0s Name Description Usage Notes Script Ch... | Automate...
Windows Workstation CPU Load % Yes No
Windows CPU Info No Yes
Windows Reminder No Yes

3. Click New in the upper-left corner of the Script Manager.
4. Enter the information for the task:
a. Name (required)
b. Description — What the task does.
¢. Usage Notes — How and when to use the task, what parameters need to be passed to it.
d. Default Timeout

Page | 23
© 2021 N-able Solutions ULC and N-able Technologies Ltd. All rights reserved.



Script Manager ol x

& New ' Edit Delete| ¥, Download Script ¥, Automation Manager

0s Name « Description Usage Notes Script ... Autom...
Windows Labo1 - Self-Healing & No Yes -
Windows Languard Scan No Yes
Windows List Printers Yes Yes

e. Type —Select the following:

i. Script Check — Used for monitoring checks.

ii. Automated Task — Used for maintenance and remediation type tasks.
f. OS —The operating system for which the task is designed.
g. File Upload — Browse to the AMP file that will be uploaded to your local device.

Add User Defined Scripts [=]1P%4
Name: Lab 01
Description: This is the description for Lab 01
Usage Notes: This is the usage notes for Lab 01. Use this area to describe parameters

required, etc.

Default Timeout 3600

(seconds):
Type: [7] Script Check
[V] Automated Task
0s: Windows
[T Mac
Upload a script
File upload: Select script Browse

Supported script types: sh, js, vbs, cmd, bat, pl, php, py, rb, ps1, amp

Disclaimer: Please be aware that we are not responsible for script contents and any harmful effects they may have on your systems.

Save Cancel

h. Click Save to start the upload.

5. Inthe Script Manager scroll down to the bottom to find your uploaded task.
6. Download files:

a. In RMM, from the Script Manager, find your LAB 01 file. You can click the Name column
to sort alphabetically.

b. Select your LAB 01 file and click Download from the toolbar.
Important Notes

e  When uploading an automation policy from outside of your organization, it is highly

recommended to open it in automation manager first and review what it does, for security
reasons.

e Also, when opening an automation policy in the you may get an error about the version. This is
normal if the policy was created on a more recent version of automation manager.
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Notes:

Where could | use this?
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Lab 6 — Variables
Lab 6.1 — Numbers

INPUT

B File Search A

Folder:* c\temp

Filter: * *txt

Recurse

B ForEach A

List: * File Search.Files &

Number 0: * | Global Variables filecount

Number 1:* 1

Operation: *  Add

& Global Variable Assignment ~

Variable: *  Global Variables.filecount &
Type: number
Value: * Math.NumberResult &
Type: number
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Input Parameters and Global Variables

Input Parameters Global Variables

Use Global Variable Assignment object to set values to Global Variables.

Name ‘ Display

filecount filecount

Output Parameters

Name Display

filefound file count found

‘ Type

number

Type

number

‘ Value
0
ADD
CANCEL
X
Value

Global Variables.filecour

ADD

OK CANCEL
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Objective

To review how to interact with numbers and use math objects to do calculations.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)
For this lab, you will need to create an automation policy called LAB 06.1 — <YOURNAME>.

The goal is to have a policy that looks in a folder, counts the number of files based on search criteria
(using global variables), and outputs the count to an output parameter.

Steps

1. Create a new policy in automation manager.
a. Name it Lab 06.1 — numbers and describe it as “Lab 06.1”.
2. Create a global variable
a. Click INPUT in the Policy Builder.
b. Click Global Variables.
c. Click ADD.
d. Enter the following:
i. Inthe Name field: “filecount”.
ii. Inthe Display field: “filecount”.
iii. Inthe Type dropdown list, select number.
iv. In the Value field: 0.
e. Click OK to save and OK again.
3. Addthe required objects (search for and drag the objects as you did in the previous labs).
a. Add a File Search object.
i. Inthe Folder field, enter “C:\temp”.
ii. Inthe Filter field, enter “*.txt”.
b. Add a For Each object.
i. Click the link icon at the right of the List field.
ii. Inthe Object Link pop-up, under Objects click File Search.
iii. Under Ouptput parameters, click Files, and click OK to save

c. Inthe Each section, add a Math object.
i. Click the link icon at the right of the Number 0 field.
ii. Inthe Object Link pop-up, under Objects click Global Variables.
iii. Under Ouptput parameters, click filecount, and click OK to save.
iv. and click OK to save.

Page | 27
© 2021 N-able Solutions ULC and N-able Technologies Ltd. All rights reserved.



v. Inthe Number 1 field, enter 1.
vi. Select Add from the Operation drop-down list.
d. Inthe same Each section immediately below the Math object, add a Global Variable
Assignment object.
i. Click the link icon at the right of the Variable field.
ii. Inthe Object Link pop-up, under Output Parameters click filecount.
iii. Click the link icon at the right of the Value field.
iv. Inthe Object Link pop-up, under Objects click Math.

v. Under Ouptput parameters, click NumberResult, and click OK to save.
4. Create an output parameter.

a. Click OUTPUT in the Policy Builder.
b. Click ADD.
c. Enter the following:
i. Inthe Name field: “ofilecount”.
ii. Inthe Display field: “Total Files Found In Folder”.
iii. Select Number from the Type drop-down list.
iv. Link the Value field to the filecount Global Variable.
d. Click OK to save and OK again to close.
5. Save the policy to your computer.
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Lab 6.2 — Dates

Policy Builder

8 GetDate A

Custom Date Format: ~ MMMM, yyyy &

&) File Creation Date N

File:*  CATemp\estl.ixt @

B Date Arithmetic

‘

Date: 6/14/2019 1:38:56 PM E
Link Lo & parameter

» Now

Operation: *  Subtract
Time Units: * Days !
&

Time Spanc* 1

% Date Difference ~

First Date: * 61472019 1:4033 PM

Get Date.Date Result ({"

Now

Second Date: * 6/14/2019 1:40:33 PM

File Creation Date.Date

Now

Time Units: * Days
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B

Variable: * Date Arithmetic. Resulting Date (,”
Type: date
Condition: * greater than

Value: + File Creation Date Date

J¢

Message: *  Lest o
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Objective

This is meant to review the usage of date variables and how to do calculations on them

Estimated time

10 minutes

Required resources

Automation manager application

A text file created in C:\temp\test1.txt, or another file that can be used to compare dates.

Self-guided summary (advanced version)
For this lab, you will need to create an automation policy called LAB 06.2 - <YOURNAME>.

The goal is to create a policy that retrieves a file creation date (C:\temp\filel.txt), then compares it to
see if it is more than one day old.

Note that there are two objects that will do that calculation. Try to use both.

Steps

1. Create a new policy in automation manager
a. Name it LAB 06.2 - <YOURNAME>. and describe it as “Lab 06.2 - Date”.
b. Add the required objects (search for and drag the objects as you did in the previous
labs).
i. Add a Get Date object.
ii. Add a File Creation Date object.
1. Inthe File field, enter “C:\temp\test1.txt” or any file you put here to get
a valid date.
iii. Add a Date Arithmetic object.
1. Select the Now check box.
2. Select Subtract from the Operation drop-down list.
3. Select Days from the Time Units drop-down list.
4. In the Time Span field, enter “1”.
iv. Add a Date Difference object.
1. For the First Date, link to the Get Date object and the Date Result
Output Parameter.
2. For the Second Date, link to the File Creation Date object and the Date
Output Parameter.
3. Select Days from the Time Units drop-down list.
v. Add an If object.
1. Link the Variable to the Date Arithmetic object and the Resulting Date
Output Parameter.
2. Select greater than from the Condition drop-down list.
3. Link the Value to the File Creation Date Object and the Date Output
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Parameter.
vi. Inthe Then section, add a Log object and enter “test” in the Message field.
2. Save the policy to your computer.

Notes:

Where could | use this?
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Lab 7 — Input / output variables

Policy Builder

[ e | i Input Parameters and Global Variables X

Input meters Global Variables
™ File Search -

Folder*  citemp Name ‘ Display Type Value

§ ifilepath File Path To Look string c\temp
Filter: * *txt

Recurse

List: * File Search.Files 124

OK CANCEL

Variable: * Global Variables.filecount é’
Type: number
Condition: * less than or equal to

Input Parameters and Global Variables X

o f <

Value: * 10

inpus Paramecers KIS

Use Global Variable Assignment object to set values to Global Variables.

2 L T

filecount filecount number 0
Input 0: *  Global Variables.filesfound @

filesfound filesfound string

ADD

CANCEL
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Input 1: ForEach.File Search.Files.Path @

Text: (o}, {1} 1%

& Global Variable Assignment ~

Variable: *  Global Variables.filesfound é’
Type: string
Value: * Format String.FormattedString @
Type: string

Number 0:*  Global Variables filecount

QOperation: *  Add

Number 1:* 1 &

Variable:*  Global Variables.filecount

Type: number
Value: * Math.NumberResult é’
Type: number
Output Parameters X
Name Display Type Value
ofilecount Total Files Found In  number Global Variables.filecour
ofilesfound First 10 files found  string Global Variables filesfou

ADD

CANCEL
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Objective

To better understand how to use input/output variables in automation manager and RMM.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)

For this lab, you will need to start from the LAB 6.1 policy file.

The goal is to modify the LAB 6.1 policy to use a dynamic file path as input, and to use that in the folder
object, and then leverage a second global variable to append the first ten file names found, to an output
parameter.

Steps

1. Open the automation policy LAB 6.1.
2. Save it as LAB 7 — <YOURNAME>.
3. Click Options then Properties. Change name and description to be LAB 7.
4. Add an Input Parameter.
a. Click INPUT in the Policy Builder.
b. Click ADD.
c. Click the Input Parameters tab.
d. Enter the following:
i. Inthe Name field: “filepath”.
ii. Inthe Display field: “file path to look into”.
iii. Inthe Type drop-down list, select string.
iv. Inthe Value field: “C:\temp”.
e. Click OK.
5. Add a Global Variable.
a. Click INPUT in the Policy Builder.
b. Click the Global Variables tab.
c. Click ADD.
d. Enter the following:
i. Inthe Name field: “filesfound”.

ii. In the Display field: “filesfound”.
iii. Inthe Type drop-down list, select string.
iv. Leave the Value field empty.
e. Click OK to save, and OK again.
6. Add the following objects:
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a. Inthe Each section of the For Each object immediately before the Math object, add an If

object.
i

In the If object, link the Variable field to the Global Variables object and the
filecount Output Parameter.

Select less than or equal to from the Condition drop-down list.

In the Value field, enter 10.

This will go in the Then section only if it has found 10 or less files.

b. Inthe Then section, add a Format String object.

Link the Input 0 field to the Global Variables object and the filesfound Output
Parameter.

Link the Input 1 field to the foreach object and the path Output Parameter.

In the Text field, enter {0}, {1}. This will format the string and concatenate the
two strings together separated by a comma.

c. Add a Global Variable Assignment object immediately below the Format String object.

Link the Variable field to the Global Variables object and the filesfound Output
Parameter.

Link the Value field to the Format String object and the FormattedString Output
Parameter.

7. Add an Output Parameter.

a. Click OUTPUT in the Policy Builder.
b. Click ADD.

c. Enter the following:

i
ii.
iii.
iv.

\"

In the Name field: “ofilesfound”.

In the Display field: “First 10 files found in the folder that matched the criteria”.
In the Type drop-down list, select string.

Link the Value field to the Global Variables object and the filesfound Output
Parameter.

Click OK to save and click OK twice more.

8. Run the policy locally.
9. Save the policy to your local drive.
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Notes:

Where could | use this?

Page | 37
© 2021 N-able Solutions ULC and N-able Technologies Ltd. All rights reserved.



Lab 8 — Custom check

Objective

This lab is intended to review the process to create a custom check in RMM.

Estimated time

10 minutes

Required resources

Automation manager application

Self-guided summary (advanced version)
For this lab, you will need to start with the LAB 7 file.

The goal is to create a custom check from the LAB 7 file.

You will upload the policy to RMM, add the custom check to a device and run the check to observe the
output.

Steps
1. Upload and run the policy in RMM.
?;f;tgmm 3600
0s: [¥] Windows
] Mac
[ Linux
Upload a script
a. Loginto RMM and upload the Lab 07 policy according to the steps in Lab #5.
i. Select Script Check for the Type.
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b. Select your lab device in the RMM dashboard and click the Checks tab.

Page |1 of 1

Summary Outages Checks Notes Tasks Assets Patches Antivirus Backup Web

= Add Check ~ | -
@ Add 24x7 Check » Description More Information
(] AddDSCCheck P | @ Antivirus Update Check Monitoring Status is No Sta
v @® @ [l Backup & Recovery Selected Size Check Total: 49.04GB, Free: 32.7;
v O % EE] Backup Check ng Agent Web Protection Status RUNNING
v ® % £k Citical Events Check ntroller Status RUNNING
o
v ® % & Drive Space Change Check 255 Launcher Status RUNNING
Event Log Check
v © %, |Bx FventlogChec Endpoint Integration Service Status RUNNING
Failed Login Check
v O % . Endpoint Master Service Status RUNNING
D File Size Check
v @ By Endpoint Protected Service Status RUNNING
Physical Disk Health Check
v By Endpoint Redline Servi Status RUNNING
® “ | E— ndpoint ine Service us
> %, ; ) )
® % [ SNMP Chesk Endpoint Security Service Status RUNNING
v ® % Windows Service Check - Manaaed Antivirus Endpoint Update Service Status RUNNING
c. Click Add Check > Add DSC Check > Script Check.

o

Select the Lab 07 task from the list (search or find it in the User Defined section).
e. Click Next.

Add Script Check = 1p73
Q, Lab 07 X

4 User Defined

Lab 07 - Line Break Test

Please select a script to see additional details.

Next Cancel
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f. Enter the file path to look for parameter.

[ Lab 07 x
Alert Settings v Multiple Devices
Script Parameters

file path to look for:

c:\temp

Script timeout (Range: 1 - 150 seconds):
10

Disclaimer

Please be aware that we are not responsible for user defined script contents and
any harmful effects they may have on your system.

[] Assign a Task after creating the Check

< Previous Finish Cancel

g. Click Finish.
h. Right-click the device in the upper pane and click Run Checks.

Servers Workstations Mixed Mobile Devices Network Devices Services Networks

Workstation ~ & Take Control [5=] Remote Background ~

E Client Site Workstation Operating System
Hd E&‘ A1 Demo Corp Main Office A1DEMO-02-W7 Windows 7 Enterprise Edition, 64-bit Service Pack 1 (build 7601)
Hal Eli Al Demo Corp Main Office m‘"““"‘ S Windows 10 Enterprise N, 64-bit (build 18362)
P - E  Add Workstation Note - - - § - -
[ ix Al Demo Corp Main Office . Windows 7 Enterprise Edition, 64-bit Service Pack 1 (build 7601)
T ©)  Pending Workstation Actions
[ (] Al Demo Corp Main Office [" , Windows 10 Enterprise N, 64-bit (build 18362)
_ ' Remote Access
o [} A1 Demo Corp Main Office Windows 10 Enterprise, 64-bit (build 17763)
BZ) Remote Background 2
« O A1l Demo Corp Main Office d) mac0S 10.14.5 build 18F132
_ Reboot 14
I AlDemo Corp  Main Office Windows 10 Enterprise, 64-bit (build 17763)
- e ——— Backup & Recovery P Y Ve p—
Page |1 of 1 % Managed Antivirus 4
Summary Outages Checks Notes Ti Web Protection » tivirus Backup Web
@ Patch Management 4

= Add Check + Check ~

-

Run Checks I More Information

>
Script Check - Lab 07 - ifil 125 Awaiting synchronization

E Description

&
i. Wait 30 seconds and refresh the lower pane (Refresh icon in the upper-right corner
of the lower pane).
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nsay  mmage  wate e | e | aeew e

Ll =P o — P X - Gk .)('
j. When the More Information value for the Lab 07 check reads Awaiting first run,
continue to step k.

Summary Outages Checks Notes Tasks Assets Patches Antivirus Backup Web

= Add Check ~ v

-

E Description More Information

ar E\ Script Check - Lab 07 - ifilepath:"c:\temp" Awaiting first run

k. Right click the Script Check — Lab 07 and click Run Check.

I.  When the More Information value for the Lab 07 check reads More information,
continue to step m.

Summary Outages Checks Notes Tasks Assets Patches Antivirus Backup Web

== Add Check ~ v

- E Description More Information
ﬁﬁ Script Check - Lab 07 - ifilepath:"c:\temp" More information

m. Click on the More information link for Script Check — Lab 07 to view the output.
n. The output variables will be used in the next two labs.

Notes:

Where could | use this?
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Lab 9 — Using the run script object

Policy Builder

INPUT

B Run PowerShell Script A

Script Output Parameters

Name Display Type Value
scrandommir scrandommir number 1
scrandomma: scrandomma:. number 60

Wait(sec.):*  Run PowerShell Script.scoutrandomval é>

OUTPUT
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Objective

To cover the basics of using your own script in a run script object with input/output variables.

Estimated time

10 minutes

Required resources

Automation manager application

Steps

1. Create a new policy in automation manager
a. Name it Lab 10 — <YOURNAME> and describe it as “Lab 10 - Run Script”.
2. Add two Input Parameter as shown in the screenshot below:

Input Parameters and Global Variables X

Input Parameters Global Variables

Name Display Type Value
inrandommin Minimum Random Value number 1
inrandommax Maximum Random Value number 50

3. Addthe required objects (search for and drag the objects as you did in the previous labs).
a. Add a Run Powershell Script object.
i. Create 2 Input Parameters as shown in the screenshot below:

Edit Inobut Parameter "scrandommin® X
Edit Input Parameter "scrandommax” X
Name: * scrandommax
Display: * scrandommax
Type: * number
Value: * Input Parameters.Maximum Random Value -
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ii. Create one Output Parameter as shown in the screenshot below:

Edit Output Parameter "scoutrandomval” X

Name: * scoutrandomva
Display: * scoutrandomval

Type: * number

iii. Click the Script tab, click EDIT and Copy/paste the following script:
Srandommin = Sscrandommin
Srandommax = Sscrandommax
Sirandomval = get-random - Minimum Srandommin - Maximum Srandommax

Sscoutrandomval = Sirandomval

4. Add a Wait object and link the Wait (sec) field to the output variable of the script.
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Notes:

Where could | use this?

N-able (formerly SolarWinds MSP) empowers managed services providers (MSPs) to help small and medium enterprises navigate the digital
evolution. With a flexible technology platform and powerful integrations, we make it easy for MSPs to monitor, manage, and protect their end
customer systems, data, and networks. Our growing portfolio of security, automation, and backup and recovery solutions is built for IT services
management professionals. N-able simplifies complex ecosystems and enables customers to solve their most pressing challenges. We provide
extensive, proactive support—through enriching partner programs, hands-on training, and growth resources—to help MSPs deliver exceptional

value and achieve success at scale. n-able.com

The N-ABLE, N-CENTRAL, and other N-able trademarks and logos are the exclusive property of N-able Solutions ULC and N-able Technologies Ltd.
and may be common law marks, are registered, or are pending registration with the U.S. Patent and Trademark Office and with other
countries. All other trademarks mentioned herein are used for identification purposes only and are trademarks (and may be registered

trademarks) of their respective companies.




